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GOLDEN CASINO DOCS

Golden Casino Operator API

Public operator-facing contract for catalog lookup, game launch, artwork delivery, and callback wallet
settlement.

Version 2.0.0

Base URL https://goldencasino.cloud
Docs URL https://docs.goldencasino.cloud
Auth Header x-provider-api-key

Quick Start

Create an active operator in Provider Admin.

Assign the operator's live game catalog.

Create an operator API key.

Call catalog endpoints with x-provider-api-key.

Create launch URLs server-side and open them in the player browser.

If using callback wallet mode, expose signed balance, debit, credit, cancel, and rollback endpoints.

Operator integration flow

Operators integrate through provider API endpoints only. Runtime routes under /gs2c and /api/runtime are used by
the launched game in the player browser and should not be called server-to-server.

Use catalog APIs to read the operator-scoped game list.
Use launch-url to create or resume sessions; expiry rules differ by provider.
Open launch_url in the player browser on desktop or mobile.

Use callback wallet endpoints for production balance and settlement.

Provider support and release limits

Lobby visibility is not proof of operator wallet support or game certification. Read the operator-scoped catalog using
your own API key; never use the public demo catalog as an operator allowlist.

pragmatic PP callback-wallet transport is implemented. Only enabled, assigned games are returned. Each
game's base game and advertised features still require acceptance testing.
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pg Native PG callback-wallet settlement and durable round/history recovery are implemented behind
PG_OPERATOR_SETTLEMENT_ENABLED. The switch is disabled by default. With it off, PG is
hidden from operator-scoped catalogs and operator launches return 409. Enable it only after
migration and deployed browser acceptance; pushed balance refresh remains PP-only.

playngo Native callback-wallet transport is opt-in per title through
PLAYNGO_<TITLE>_OPERATOR_ENABLED. Enabled, assigned titles use HTTPS operator
wallets and signed launches under https://goldencasino.cloud/playngo/<title>/. Flags default to
disabled; availability also follows the release registry and operator catalog. Development
sandboxes remain separate. Transport support does not replace per-title browser acceptance or
authorize live funds.

spribe Crash is the lobby label, not an API provider ID. Aviator and Chicken have opt-in operator-wallet
transport with signed launches at https://goldencasino.cloud/games/aviator/ and
https://goldencasino.cloud/games/chicken/. The subdomain demos are temporary client
demonstrations, not production operator endpoints. Production enablement and live funds remain
subject to release approval and operator wallet acceptance.

operator_integration Reports mode (operator-wallet, demo-only or sandbox-only), wallet_callback and
balance_refresh. Transport support is not RTP certification or production approval.

operator_availability Reports enabled, assigned, configuration_ready, launch_available and blocker codes. Operator
catalogs contain launch-available entries only; admin assignment views retain blocked entries.
Without operator scope, assigned and configuration_ready are null. These are transport checks,
not live-funds approval.

release_readiness Reports accepted or blocked for the exact installed version from the M5B registry, with evidence
and blocker reasons. Acceptance permits integrated staging and operator assignment; production
still requires the remaining platform gates. Operator packages distinguish launchable_games
from ready_games.

rtp and features RTP is stored metadata, not a verified achieved payout rate. Feature flags declare support; they
do not prove the necessary replay chains exist.

Use the operator APl key in request headers

Use x-provider-api-key with a per-request HMAC-SHA256 signature in production. The signature binds the Unix
timestamp, one-time nonce, HTTP method, exact path and query, and SHA-256 of the raw body. DB operator keys
automatically resolve operator scope, so operators must not send another operator_id. Provider-admin service keys
are separate internal credentials.

Preferred auth header

X- provi der - api - key: ppop_operat or-a_REPLACE_ME
X- pp-ti mestanp: <uni x- seconds>

X- pp- honce: <uni que- 16-t 0-128-char act er - val ue>
X- pp- si gnature: <hex-hmac-sha256>

Bearer alternative

orization: Bearer ppop_operator-a_REPLACE ME

Operator request signature payload

HVAC_SHA256( oper at or _api _key,

pp- oper ator-vi1\ n{ti mestanp}\ n{ nonce}\ n{ METHOD} \ n{ pat h- and- quer y}\ n{ sha256(r aw_body) })

Page 2



Golden Casino Operator API

Read the operator-scoped live catalog

Catalog and launch use the same allowlist. A game outside the operator catalog is hidden from catalog responses
and denied on launch.

GET lapi/provider/vl/games Returns the operator-scoped live catalog with feature flags, launch paths,
artwork URLs, and optional provider_id filtering.

GET lapi/provider/vl/games/{symbol} Returns one catalog title by symbol or slug after the same operator
access checks.

List games

curl -H "x-provider-api-key: <operator-api-key>" \

"https://gol dencasi no. cl oud/ api / provi der/ v1/ games"

List games by provider

curl -H "x-provider-api-key: <operator-api-key>" \
"https://gol dencasi no. cl oud/ api / provi der/v1/ games?provi der _i d=pr agmati c"

curl -H "x-provider-api-key: <operator-api-key>" \
"https://gol dencasi no. cl oud/ api / provi der/ v1/ games?pr ovi der _i d=pg"
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Catalog response

{
"success": true,
"data": {
"total ": 1,
"operator_id": "operator-a",
"items": [
{
"synbol ": "vs20doghouse",
"slug": "doghouse",
"title": "The Dog House",
“provider_id": "pragmatic",
"provider": "Pragmatic Play",
“"fam ly": "line-free-spins",
"rtp": 96.51,
"lines": 20,
"asset _version": "v2",
"asset _synbol ": "vs20doghouse",
"game_service_version": "v3",
"| oader _node": "generic",
"l aunch_status": "stable",
"live_catal og_enabl ed": true,
"certified_browsers": [
"chrone"
I,
"features": {
"bonus": true,
"collect": true,
"free_spins": true,
"buy_feature": true,
"special _bet": false
H
"speci al _bet_profile": null,
"thurbnai | ": {
"synbol ": "vs20doghouse",
"slug": "doghouse",
"title": "The Dog House",
“"url": "https://gol dencasi no. cl oud/ api / provi der/v1/ ganme- art/vs20doghouse?titl e=The
+Dog+House&sl ug=doghouse"

}

hunbnai | _url": "https://gol dencasi no. cl oud/ api / provi der/v1/ gane- art/vs20doghouse?t
i t| e=sThe+Dog+House&sl ug=doghouse",
"l aunch_pat h": "/games/ doghouse"

Create a browser launch URL

Create launch_url server-side and open it in the player's browser. Treat it as a bearer secret and do not reconstruct
its query parameters. For PP and PG, expires_at is the current inactivity deadline, extended by runtime activity; it
can be null. For native Play'n GO, expires_at is the 30-minute play-session deadline; the signed browser launch
grant expires after five minutes. Obtain a fresh launch URL to resume an expired grant; confirmed unfinished
rounds keep their original wallet route, wager and currency, and may retain an expired session deadline. Crash
expires_at is its five-minute signed login grant, while PostgreSQL authorization for an authenticated session lasts
one hour unless revoked. An expired launch grant is not permission to refund or debit again.

POST lapi/provider/vl/launch-url Creates or refreshes a player game session and returns the browser
launch URL.

symbol or slug One game identifier is required. If both are supplied, they must identify the same game.
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external_player_id Use a stable globally unique, operator-prefixed ID of 1 to 64 characters without surrounding
whitespace, such as operator-a:player-129001. PP, PG and native Play'n GO reject
cross-operator reuse with 409. Crash isolates the ID by operator and currency and permits the
same player ID in different operators; it preserves the supplied ID in callbacks.

coin Optional finite positive coin value for PP/PG. Native Play'n GO and Crash select actual wagers in
the game; this field does not force their stake.

currency Defaults to operator currency then USD. PP/PG and native Play'n GO accept three-letter
currency codes subject to wallet/client acceptance. An unfinished slot round must resume in its
original currency; changing it returns 409. Its original coin is retained for PP/PG until settlement.
Aviator supports USD only. Chicken supports USD, EUR and GBP. Crash requires the operator's
configured default currency; other currencies return 422.

lang Optional game language code; use tr for Turkish.
return_url Optional lobby URL. Use HTTPS without credentials or control characters. PP/PG also accept
HTTP; native production requires HTTPS; Crash allows loopback HTTP for isolated testing. Verify

each game's close/return flow during acceptance.

device Optional desktop, mobile, or tablet hint; slots normalize tablet to mobile. Crash clients use
responsive browser layout.

Launch request

curl -X POST "https://gol dencasi no. cl oud/ api / provi der/v1/launch-url" \
-H "content-type: application/json" \
-H "x-provi der - api - key: <operat or-api - key>" \

-d '{"synbol ": "vs20doghouse", "ext ernal _pl ayer _i d": "operat or-a: pl ayer-129001", "coi n": " 0. 10"
,"currency":"USD', "l ang":"en","return_url":"https://operator.exanpl e.com | obby", "device":"
deskt op"}'

Launch response

"success": true,
"synbol ": "vs20doghouse",
"slug": "doghouse",
"operator_id": "operator-a",
“currency": "USD',
"l ang": "en",
"session_id": "session-token",
"contract_version": 26- 09- 01",
"ampunt _unit": "mno
"l aunch_url":
"https://gol dencasi no. cl oud/ gs2c/ ht M 5Gane. do?synbol =vs20doghouse& ang=en&nrgckey=. . ."
"expires_at": "2026-06-16T16: 30: 00+00: 00",
"data": {
"synbol ": "vs20doghouse",
"slug": "doghouse",
"operator_id": "operator-a",
"currency": "USD',
"l ang":
"session_id": "session-token",
"contract_version": "2026-09-01",
"amount _unit": "mnor",
"l aunch_url":
"https://gol dencasi no. cl oud/ gs2c/ ht M 5Gane. do?synbol =vs20doghouse& ang=en&nrgckey=. . ."
"expires_at": "2026-06-16T16: 30: 00+00: 00"
}
}
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Refresh balance inside an open game session

PP only: after a deposit or adjustment, signal active PP game pages. This endpoint does not accept a balance.
Unsupported game filters return 409; unfiltered requests skip unsupported providers. sessions_notified counts
signals, not acknowledged browser refreshes; inspect subscribers_notified as well.

POST lapi/provider/vl/player-balance-refresh Signals active game pages for an operator/player to refresh balance
through the wallet balance callback.

external_player_id Required stable player identifier from the operator platform.
currency Optional three-letter currency filter.

game_symbol Optional game symbol or slug filter.

session_id Optional provider session filter.

reason Optional reason such as deposit or manual_adjustment.
request_id Optional operator correlation id.

Balance refresh request

curl -X POST "https://gol dencasi no. cl oud/ api / provi der/v1/ pl ayer-bal ance-refresh" \
-H "content-type: application/json" \

-H "x-provider-api - key: <operator-api - key>" \
-d '{"external _player_id":"operator-a:player-129001", "currency": "USD"', "reason": "deposit","
request _i d": "operator-request-123"}"
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Balance refresh response

"success": true,
"operator_id": "operator-a",
"external _player_id": "operator-a:player-129001",
"request _id": "operator-request-123",
"reason": "deposit",
"sessions_found": 1,
"sessions_notified": 1,
"subscribers_notified": 1,
"sessions": [
{
"session_id": "session-token",
"game_synbol ": "vs20doghouse",
"currency": "USD',
"active_subscribers": 1,
"notified": true

}

e
"data": {
"operator_id": "operator-a",
"external _player_id": "operator-a:player-129001",
"request _id": "operator-request-123",
"reason": "deposit",
"sessions_found": 1,
"sessions_notified": 1,
"subscribers_notified": 1,
"sessions": [
{
"session_id": "session-token",
"game_synbol ": "vs20doghouse",
“currency": "USD',
"active_subscribers": 1,
"notified": true

Use catalog artwork URLs for game thumbnails

Catalog responses include thumbnail and thumbnail_url fields. The artwork endpoint is public and returns uploaded
WebP, PNG, JPEG, or an SVG fallback.

GET /api/provider/vl/game-art/{symbol} Returns public game artwork used by catalog thumbnail URLs.

Fetch artwork

curl "https://gol dencasi no. cl oud/ api / provi der/v1/ ganme- art/vs20doghouse?tit| e=The+Dog+House&s

| ug=doghouse"

Expose signed balance, debit, credit, cancel, and rollback
endpoints

Callback wallet mode calls endpoints under the operator wallet_base_url. PP_Platform signs the exact raw JSON
body with HMAC-SHA256.

POST {wallet_base_url}/balance Operator-hosted callback endpoint signed with HMAC-SHA256.
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POST

POST

POST

POST

{wallet_base_url}/debit Operator-hosted callback endpoint signed with HMAC-SHA256.
{wallet_base_url}/credit Operator-hosted callback endpoint signed with HMAC-SHA256.
{wallet_base_url}/cancel Operator-hosted callback endpoint signed with HMAC-SHA256.
{wallet_base_url}/rollback Operator-hosted callback endpoint signed with HMAC-SHA256.

Treat transaction_id as the idempotency key.

Rollback callbacks include original_transaction_id.

speculative refund, or treat a timeout as rejection.

Return the original result for duplicate successful transaction IDs.

Fail closed on invalid signature, stale timestamp, insufficient funds, or unknown player.

An uncertain callback outcome must be retried with its original transaction_id. Do not create a replacement debit, issue a

Recovery is provider-specific: PP may compensate a failed step with rollback; PG, native Play'n GO and Crash retain

durable settlement intents. An expired browser launch does not cancel an unfinished payment.

Callback headers

content-type: application/json
X- pp-request-id: <request-id>

X- pp-ti mestanp: <uni x- seconds>
X- pp- nonce: <uni que- 32- hex-val ue>
X- pp- si gnature: <hex-hmac>

Signature payload

HVAC_SHA256(wal | et _secret,

pp-wal | et - vi\ n{ti mest anp}\

nce}\ n{raw_j son_body})

Callback request

"contract _version": "2026-09-01",

"operator_id "operator-a",

"player_id "operator-a:player-129001",
"session_id": "session-token",

"game_synbol ": "vs20doghouse",

"currency": "USD',

"request _id": "7d8a3996269f 4cf 3bb9f 5aa6f 65de3cl",
"transaction_id": "session-token:doSpin:0:1:debit",
"round_i d": "round- 01K5JQ7E4AF1F5Y6Y2N1RAVCOA" ,
"transaction_type": "debit",

"action_type": "doSpin",

"amount": 2,

"amount _m nor": 200

Success response

"success": true,
"bal ance": "997.90",

"currency": "US|
"transaction_id": "session-token:doSpin:0:1:debit"
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Reject response

{

"success": fal se,

"error": "insufficient_funds",
"message": "Insufficient funds”

}

History, reconciliation and recovery

The provider-neutral operator API exposes tenant-scoped sessions, rounds, wallet transactions, JSON
reconciliation, and CSV reconciliation. Native Play'n GO also exposes its detailed stage history. Recovery controls
remain provider-admin operations. Reconcile by original transaction ID, stable round ID, currency, and integer minor
units.

GET /api/provider/v1l/playngo/ Returns session_id, currency, stages and mode at the top level (no success/data wrapper). Use
history?session_id=... the session_id returned by launch. Operator keys can only read their own sessions.

GET /api/provider/v1/playngo/ Returns success/data with round_id, intent, status, session_id, operator_id, currency, mode,
history/{round_id}?session_id= stages, ledger and wallet. Supply a recorded round ID, not a transaction ID. Unknown rounds
return 404; another operator's session returns 403.

GET Searches only the authenticated operator's transaction journal by round, session, player,
/api/operator/vl/transactions currency, or status.

GET /api/operator/v1/rounds Returns stable round IDs with integer bet_minor and win_minor totals.

GET Compares wallet and game-history deltas per currency. balanced requires zero difference and no
/apiloperator/vl/reconciliation pending financial transaction.

GET /api/operator/v1/reconcili Downloads the same currency-separated totals for external reconciliation.

ation.csv

Reporting totals Admin reports are scoped by operator, provider and a single currency; there is no implicit

currency conversion. history_entries counts ledger entries. The legacy rounds count in some
history summaries is also an entry count, not guaranteed to be paid wagers or completed game
rounds.

Recovery access Provider-admin reconciliation is privileged. Never send a provider master key to an operator or
player. Native receipt reconciliation mirrors recorded evidence without sending wallet callbacks;
game settlement retries preserve the original intent. Crash recovery requests are audited and
consumed by the owning worker. Do not run admin recovery from an operator launch integration.

Handle JSON errors by HTTP status

Provider API errors are returned as JSON. Operators should log request IDs and response detail fields during
integration testing.

400 Missing required launch field or invalid request.
401 Missing or invalid API key.
403 Inactive operator or game not enabled for this operator.
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404 Game not found.

409 Player identity belongs to another scope, an unfinished round has a different currency, or the
requested provider operation is unsupported.

422 Invalid request or unsupported currency. detail may be a string or an array of validation errors.

500 Production/staging environment is missing valid HTTPS GAME_BASE_URL or another server
configuration is invalid.

502 /503 Provider runtime unavailable or not configured.

Error response

{

"detail": "Operator is not active"

}

Go-live checklist

Complete these checks before sending production traffic through a new operator integration.

Health endpoint returns 200.

°  Public GAME_BASE_URL uses HTTPS.
Operator status is active.

Operator catalog contains the expected games.

Every advertised feature and bet level passes acceptance testing with the deployed replay pool; catalog flags alone do
not certify a title.

Demo-only and sandbox-only providers are excluded from the production offer.
Operator API key works for catalog and launch.

Browser can open launch_url on desktop and mobile.

Callback wallet signature verification passes.

Balance, debit, credit, cancel, and rollback callbacks pass diagnostics.
Operator confirms idempotency behavior for duplicate transaction_id.

Operator confirms game close/return flow with return_url.

°  For PG operator rollout, migration 0010 is applied and PG_OPERATOR_SETTLEMENT_ENABLED is enabled only after
deployed desktop/mobile acceptance.

Downloads

OpenAPI JSON: https://docs.goldencasino.cloud/openapi.json

Postman collection: https://docs.goldencasino.cloud/postman.json

Markdown guide: https://docs.goldencasino.cloud/operator-guide.md

PDF guide: https://docs.goldencasino.cloud/downloads/operator-api-guide.pdf

Page 10



